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Minnesota Department of Corrections
Rights of Data Subjects


Rights of Data Subjects 
Data about You

The Government Data Practices Act (Minnesota Statutes, Chapter 13) gives data subjects certain rights related to a government entity collecting, creating, and keeping government data about them.  You are the subject of data when you can be identified from the data.  Government data is a term that means all recorded information a government entity has, including paper, email, DVDs, photographs, etc.  As a government entity, the Minnesota Department of Corrections (DOC) can collect and keep only those data about you that we need for administering and managing programs that are permitted by law.
Classification of Data about You
The Government Data Practices Act presumes that all government data are public unless a state or federal law says that the data are not public.  Data about you are classified by state law as public, private, or confidential.  See below for some examples.

1. Public data: We must give public data to anyone who asks; it does not matter who is asking for the data or why.  The following are examples of public data: information related to an adult conviction or names of DOC employees
2. Private data: We cannot give private data to the general public, but you may have access when the data are about you.  We can share your private data with you, with someone who has your permission, with our government entity staff who need the data to do their work, and as permitted or required by law or court order.  The following are examples of private data about you: medical, psychological or financial data; or Social Security number.
3. Confidential data: Confidential data have the most protection.  Neither the public nor you can have access to confidential data are about you.  We can share confidential data about you with DOC staff who need the data to do their work and to others as permitted by law or court order.  We cannot give you access to confidential data.  An example of confidential data is data related to an active criminal, disciplinary, or employment investigation.
Your Rights under the Government Data Practices Act

The DOC must keep all government data in a way that makes it easy for you to access data about you.  As a data subject, you have the following rights:
· To Be Notified When We Collect Data from You

When we ask you to provide data about yourself that are not public, we must give you a privacy notice, which is sometimes called a Tennessen notice.  The notice controls what we do with the data we collect from you.  Usually, we can use and release the data only in the ways described in the notice unless you give your written permission if we need to use or release private data about you in a different way, or if a new law or court order requires us to use your data in a different way. 
· To Have Data about You Protected 
The Government Data Practices Act requires us to protect your data.  We have established safeguards to ensure that your data are safe.  In the unfortunate event that we determine a security breach has occurred and an unauthorized person has gained access to your data, we will notify you as required by law.

· To Review or Obtain Copies of Data about You
You have the right to look at (inspect), free of charge, public and private data that we keep about you.  You also have the right to get copies of public and private data about you if you pay for them, but you may look at the data, free of charge, before deciding to request copies.  
As a parent or legal guardian, you have the right to look at and get copies of private data about your minor children (under the age of 18); unless your child has asked and the DOC has agreed not to give data to you.  If you are a minor, we may ask you to put your request in writing and to include the reasons that we should deny your parents access to the data.  We will make the final decision about your request based on your best interests.  Note:  Minors do not have this right if the data in question are educational data maintained by an educational agency or institution.  Instructions for requesting private data about you or your child are provided below.
· To Challenge the Accuracy of Data about You 
You have the right to challenge the accuracy and/or completeness of public and private data about you.  You also have the right to appeal our decision.  If you are a minor, your parent or guardian has the right to challenge data about you.  The instructions for challenging the accuracy of data about you are provided below.
How to Make a Request for Your Data

1. Request: To look at data, or to request copies of data the DOC has about you, your minor children, or an individual who has authorized your access to private data, you must make a written request.  A Data Request Form is provided on page six. Submit your request by mail, email, or fax to the appropriate Data Practices Designee from the list on page five.  
Whether you use the form provided on page six or not, your request must:

· state that you are making a request under the Government Data Practices Act for data about you; 

· state whether you would like to inspect the data, have copies of the data, or both;

· describe clearly the data you would like to inspect or have copied; and 
· provide information that proves you are the subject of the data, authorized by the subject, or the parent/guardian of the subject.  Acceptable forms of identification include: state driver’s license, military ID, passport, Minnesota ID, Minnesota tribal ID, Metricula Consular, Minnesota school ID (for minors only), and birth certificate, court order, foster parent contract, or affidavit of parentage (for access to data on minors).
2. DOC Response:  After we receive your request, the Data Practices Designee will work to process it. 

· If it is not clear what data you are requesting, we will ask you for clarification and if you did not provide documentation that you are authorized to have access, we will ask you to provide that.
· If we do not have the data, we will notify you in writing within 10 business days.
· If we have the data, but cannot give you access because the data are confidential or private data that are not about you, we will notify you within 10 business days and state which specific law says you cannot access the data.        

· If we have the data, and the data are public or private data about you, we will respond to your request within 10 business days, by doing one of the following:

· arrange a date, time, and place to inspect data, for free, if your request is to look at the data; or 
· let you know how much it will cost to scan or provide copies of the data.  To determine the actual cost of making copies, we factor in employee time, the cost of the materials (paper, CD, DVD, etc.), and mailing costs (if any).  If your request is for copies of data that we cannot reproduce ourselves, such as photographs, we will charge you the actual cost we must pay an outside vendor for the copies
· Once we receive the payment, we will send it to you by mail, email, or fax; or arrange a time for you to pick it up.  
· If you do not understand some of the data (technical terminology, abbreviations, or acronyms), please let us know.  We will give you an explanation if you ask.  
· After we have provided you with access to the data you requested, we are not required to show you the data again for 6 months unless there is a dispute or we collect or create new data about you.

Challenge to Accuracy or Completeness of Data

If you believe the DOC has data about you that is not accurate or incomplete, you have a right to challenge the accuracy and completeness of the data.  The DOC will not review and cannot correct data created by other government entities, including courts, outside medical providers, or county corrections agencies.  Your challenge must be directed to the agency that created the data.

1.  Notify the DOC: You must notify the DOC’s Data Practices Compliance Official in writing.  A form is provided on page seven.  Whether you use the form provided or not, your challenge must:

· State that you are challenging the accuracy and/or completeness of data held;
· Clearly identify the data being challenged;
· Explain why and how you believe the data is inaccurate or incomplete and provide any documentation you have to support your belief;
· State specifically what should be done to make the data accurate and complete; and
· Provide adequate contact information so the DOC Data Practices Compliance Official may respond to you in writing.
2.  Response from DOC:  Within 30 days, the Data Practices Compliance Official will either: 
· correct the data found to be inaccurate or incomplete; or
· notify you that we believe the data to be accurate and complete

3.  Statement of Disagreement or Appeal: If you still dispute the data, you may either: 

(a) Ask that the DOC include your statement of disagreement with the disputed data and provide it to anyone else who requests and is authorized to access the data; or
(b) Appeal the DOC’s decision by contacting the Commissioner of Administration in writing (by mail at the Department of Administration, 50 Sherburne Avenue, St. Paul, MN 55155; by e-mail to info.ipad@state.mn.us ; or by fax to 651.205.4219. 
Your appeal must:
· Include your name, address, and a phone number; 

· State that you are appealing a decision the DOC made about a data challenge; 

· Explain precisely what data you believe is incorrect; 

· Explain what you want the DOC to do, for example, add, change or delete data in its files; and

· Include a copy of your challenge letter and the response, as well as any other letters about the challenge that you sent or received.
Data Practices Designees
	Facility/Unit
	Data Practices Designee/By Position

	Facilities Division
	

	MCF-Faribault  
	Associate Warden- Administration

	MCF-Lino Lakes   
	Associate Warden- Administration

	MCF-Oak Park Heights  
	Associate Warden- Administration

	MCF-Red Wing  
	Associate Warden- Administration

	MCF-Rush City 
	Associate Warden- Administration

	MCF-Saint Cloud  
	Associate Warden- Administration

	MCF-Shakopee 
	Associate Warden- Administration

	MCF-Stillwater  
	Associate Warden- Administration

	MCF-Togo  
	Associate Warden- Administration

	MCF-Willow River/Moose Lake  
	Associate Warden- Administration

	Education  
	Director 

	Health Services  
	Director 

	MINNCOR Industries  
	Chief Executive Officer      

	Safety, Occupational Health & Environmental Services
	Director 

	Office of Special Investigations (OSI)  
	Director 

	Classification, Transfers, Contract Facilities, Capacity
	Director 

	Capital Resources  
	Administrator  

	
	

	Community Services Division
	

	Field Services
	Director ; District Supervisors

	Hearing and Release
	Executive Officer  

	Inspections Enforcement
	Director  

	Risk Assessment/Community Notification
	Director  

	Grants & Subsidies
	Manager 

	Victim Assistance /Restorative Justice 
	Director  

	Community Re-entry
	Manager 

	
	

	Support Services Division
	

	Office of Diversity 
	Director  

	Human Resource Management 
	Director  

	Information & Technology
	Director  

	Employee Development 
	Director  

	Financial Services  
	Chief Financial Officer      

	Office Services
	Director 

	Continuity Management and Internal Controls
	Manager 

	Records/Sentence Administration
	Director 

	
	

	Commissioner’s Office
	

	Government Relations 
	Director 

	Communications Office 
	Director 

	Policy & Legal Services 
	Director 

	Planning and Performance
	Director 


Request for Government Data 
Date of request: _____________



I am requesting:

Describe the data you are requesting as specifically as possible.  If you need more space, please use the back of this form.  (See information on website for information about requirements for different types of data requests.)
I am the subject of the data.   □   Yes        □   No  

I am requesting access to data in the following form:

( Inspection


    ( Copies


( Both inspection and copies

Note:  Inspection is free but if you request copies, the charge is 25¢ per page/side for up to 100 black-and-white copies; or the actual cost for more than 100 copies or for other media.
	Contact Information

Name______________________________________________________________

Parent/Guardian name (if applicable)_______________________________________________

Address______________________________________________________________________

Phone number_____________________  Email address________________________________

************************************************************************************
Staff Use Only
Identification provided (data subject request)_______________________________________________

Staff Time Required to complete__________________________________________________________




Data Practices Data Challenge Form
	Date:
	

	To: 
	Randy Hartnett, Data Practices Compliance Official

651-361-7178/ Fax: 651-603-6770  

	Your Name (Include OID)
	

	Your Contact Info:
	

	Request:

	You may challenge the accuracy and/or completeness of public or private data held on you.  To do so, you must state specifically and in detail what you believe is inaccurate or incomplete about the data and why it is inaccurate or incomplete.  Please do so in the space provided.  

	________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

You may attach additional sheets as required:

	Location of Data:

	Where is the disputed data held?
	If you don’t know where the data is held, say “Unknown”

	

	Within 30 days, we will either:

1. correct the inaccurate or incomplete data and attempt to notify past recipients of the data, including those you name; or
2. notify you that we believe the data to be correct. 
After you receive our response, you may either:

· Submit a statement of disagreement that will be included with the data when disclosed; or
· appeal this determination by following the procedures set out on the DOC’s website:  http://www.doc.state.mn.us
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